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GSA Motor Vehicle Management
Value Proposition

Right Vehicle Right Price Great Service

and the required data needed to effectively and
efficiently manage a fleet
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dh Using Your GSA Fleet Card

* Fleet Card Management and Usage

* Card Ordering

* Transaction Review

* Fraud Case Management & Prevention
* Cross Service Vendor Payments

e Resources
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dh Did You Know?

GSA

GSA’s Fleet includes 200,000 leased vehicles

GSA Fleet cards transacted nearly 8 million
times in FY 14

That’s equal to |5 transactions every minute

Total program spend reached nearly $516
million in FY |4
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ik How are “Fleet” Cards Different?

GSA

Custom card controls — number of
transactions per day, dollars per transaction
by vehicle classification, and product codes

Driver ID - numbers for card security

Level Ill Data Capture - which allows
for transaction review, life cycle vehicle
costing and tax recovery

MasterCard Virtual Platform - where
WEX is not accepted at a site, backup
payment available to merchants
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“ Your GSA Fleet Card
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ik Accepting Vendors

GSA

135,000 fueling locations accounting for 90%
of retail fueling sites

50,000+ diesel locations

2300 fueling stations in Canada (more slated
for 2015)

45,000 maintenance locations that swipe WEX
card

Additional 500,000 fuel/maintenance locations
via WEXPay ™, with a virtual MasterCard

provided via phone
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dh Ordering A Replacement Card

GSA

Go to: http://drivethru.fas.gsa.gov/

Login using your own customer number and
access code

Select “WEX Replacement Card Ordering”

You are able to direct ship to either your
default address or to a field location you enter

Cards shipped overnight; cards ordered before
2:00ET will arrive next business day
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dh 2015 Card Expiration

* GSA Fleet cards are replaced every 3-4 years
* Upcoming expiration | 1/30/2015

* Cards will be distributed 8 weeks prior to
expiration to ensure time for distribution and
exchange

* Start using your new cards upon receipt
* Destroy/shred old cards

* WEX cards will not transition to chip cards at
this time
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ﬂh Authorized Use of Fleet Card

Authorized Purchases

Unauthorized Purchases

Regular unleaded, self service fuel for
GSA vehicle

Premium or full service fueling

Immediately consumable items for
vehicle (e.g. Quart of oil, washer fluid)

Maps, air fresheners, food, etc.

Required preventative maintenance

Over maintaining vehicle — ONLY do
maintenance authorized by GSA Fleet

Car washes — not to exceed regional
policy

Excessive car washes or details

Mechanical repairs for the GSA vehicle
to which card is assigned

Upgrading tires, accessories such as
snow plows without prior approval from

FSR
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ﬂh Keeping Maintenance Costs Down

GSA

Use vehicle manufacturer roadside assistance
programs which are free

For preventative maintenance follow GSA
instructions rather than vendor
recommendations

If you have concerns about a maintenance
location please let your FSR know

Please report any suspected fraud to
Ipt@gsa.gov
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’ \ Transaction Review

GSA

Business Rules — transactions reviewed against
GSA’s rules which kick out exceptions

Exception Misuse — researched and provided to
FSR and agency for discussion and review

Exception Fraud — The GSA OIG will work with
agency OIG in fraud case investigations

Findings - are billed to agency on monthly billing

— U2 for misuse
— U3 for fraud
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ﬂh Level 3 Data Capture

Metric Level | Data Level 3 Data
GSA Plate Number X X
Transaction Date X X
Transaction Time Varies X
Merchant Name X X
Merchant Complete Address/Phone Varies X
Cost per unit; price per unit
Vehicle odometer (driver entry)
Product Code — what was purchased vs.
where purchased
Tax data (up to 10 levels) X

GSA
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Trans Date Time

11/04/2014 06:22:34
11/04/2014 06:19:28
11/04/2014 06:21:07
11/04/2014 18:32:49

Card# Gtag Odom. Unit
FEEF12229 G121234A 56970 GA
FEEF12229 G121234A 60400 GA
FEEF12229 G12 1234A 124474 GA
FEEF12229 G121234A 60461 GA

GSA

“ Transaction Sample

PPU

$3.57
$3.57
$3.57
$3.57

Gross
Cost
$39.25
526.48
547.53
514.71

Prod
Tax Desc Brand
5(5.69) Unleaded AAFES
5(3.84) Unleaded AAFES
5(6.90) Unleaded AAFES
$(2.13) Unleaded AAFES
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ﬂ h Transaction Data Requests

* WEX is authorized to provide transaction data to
Authorized GSA Fleet LPT personnel ONLY!

* If a customer agency needs transaction data, they
will need to contact their Agency Fleet Manager
who has access to the data through GSA Fleet
Drive-thru.

* If agency law enforcement needs transaction data
due to suspected fraud or misuse, they can

contact LPT(@gsa.gov or myself and we’ll ensure
they get what they need.
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dh Types of Fraud

e Lost or stolen cards — card found and misused

* “Friends and family” — employee theft of cards
used to fuel personal vehicles often for cash

* Phishing — phone calls or emails attempting to
gather fleet card information

* Vendor — vendor is perpetrating fraud affects
multiple agencies

* Skimming — card numbers stolen at the pump
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“ Skimming Fraud

The next generation of card skimming

MNew technology allowed thieves to wirelessly
skim credit card information from compromised _—  —

gas station card readers in South County. - card skimmer Wireless
,, o S transmission
f aﬂEndanEL’f .- T I".I ,_,
= H | {:ard reader Electronics » \ <
f )
~ F y T~
ﬁcmmpllcu—l -
@ One accomplice distracts the The cover is removed and the skimmer @ Wireless-equipped skimmers transmit
station attendant while the other placed secretly into the reader's card information to nearby thieves
installs the card skimmer. electronic system. when a pump is used.

The Register

GSA
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Fraud Statistics
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ﬂh Decreased Fraud
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iﬁ Fraud Prevention

* |t is the Agency Point of Contact’s
responsibility to ensure accountability — know

who had card and when

* When the card is in a driver’s possession it
should be secured and safeguarded as if it was
a personal card. Do not leave the card in the
vehicle or where others can gain access.

“Federal agencies are responsible for the
establishment of administrative controls to
ensure that the fuel and services procured using
the fleet charge card are for the official use of the
agency and that administrative controls are
maintained to prevent unauthorized use”.
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dh Fraud Prevention

GSA

One card per vehicle — use the correct one

Keep your Driver ID/PIN confidential, do not
write on/near the card

Ensure pumps are not compromised/opened

Use pumps facing the attendant, they are less
likely to have skimming devices installed

Secure cards where stored

2015 Federal Fleet Management Training
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dh Cross Service Vendor Payments

Cross service agreements exist where an
agency, due to remote location, provides
on-site maintenance or fueling needs

* Contract management — including national agreements
if appropriate

* Fleet card payment — to ensure cross service
transactions have the same process flow as all other
fueling and maintenance

 Customized transaction flow —ensure transactions can
be submitted easily, without requiring system upgrades

GSA 2015 Federal Fleet Management Training
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Resources — GSA Fleet Drive-Thru

Transaction Level Data
Available to Agency
Fleet Managers

Fueling Locations

Fueling Data
(FAST)

WEX Replacement
Card Ordering

GSA

General Services Administration

A

Home

~

Access

GSA Fleet Drive-thru

BTN A |

8 = -
S % & <> X
= 4
Application Fleet About Fleet Driver
Solutions Hews Safety Us

GSA FLEET DRIVE-THRU

Real Time Vehicle Data
The Key to Driving Your Mission
Analyzing Your Reports

CLICK HERE TO FIND FUEL m

Applicati Vehicle Operator Orientation
pplications Access Videos

e & 8 0 0 0 s s 0 0

CRASH

Customer-Driven Data

FTP Monthly Mileage Upload Tool
GSA Replacement Vehicles
Mileage Express

PM Express

Reports Carryout

Speed Pay

WEX Replacement Card Ordering
Defensive Driving Course

VCSS - WebBill

Choose an Application to Login

"To stop scrolling, mouse over text™ Information about operating, maintaining
Customers who lease GSA vehicles SOIRIRADNA ORI S TRt e
now have the ability to request a new
replacement fuel card on-line using “
the Fleet Drive-thru application. A (o« [
quick-step reference guide designed =
to aide customers with using the new

program can be found

ATTENTION MILITARY SPEED PAY
CLISTOMFRS




GSA

h WEXConnect App
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https://www.wexinc.com/wex-mobile/wex-connect
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“ Resources — Driver Guide

For oui-of-network transactions The GSA Fleet Services Card

User Responsibilities

@ LAl deeew: farvize Adeisieraien

I you are at a fuel or senvica lnocation that does
not accapt the Wright Express Card, sk the
merchant to follow tha balow Instructions to
receive payment on an authorized purchasa.

1-866-939-4472
Not walid for merchants that accept

In acconiance wih the Federal
e g
Sarvices Can ks authortzed for the purchasa of Tuel,
maintenanca and rpsir of Govemment cwned/

Issued 10 Specic veicles 3nd SHousd only be ussd
Tor the wehicie o which I 5 Issted. This cand pvices

Wright Express cands. m%mmﬂmm&un
oL Thiks bookdaf I Infandsd 35 2 quick rafarsncs fo
Altermative Authorization LEsg your Floet Sarvoes Card
. i e - . “You are fhe Government's for sach pumhass
Instructions 1-866-939-4472 mmmmmmgum a1 Eponstie
1. 115, or Infemational Fusl and Senvice stafions Tor sach fransaction. As such, you mist comply with
that DO KOT ACCEPT Wrioht Express cards can stil ll applicable roukations and procadures o G5A Flest
process & transachon for a Wiight Express cusiomer agencyomganization
wmmmmmﬁmnmm o

out-oi-network authortzation.

2. Bo propared o proviae the sllowing Infomation:
Account #, Vehicle #, Explration date, Driver ID
and Vehicle odometer reading, Total amount of
transaction and Marchant contact imformation.

3. For authorized transactions, Wright Express will
prowide payment.

Visit the GSaA Fleat Services Card
Wab site at www.gsa.gov/Meetcard
for more information.

GSA FLEET
Phone: T03-605-5630 » Fai: T03-605-0862
WWW._J5a.gov/gsafieat » geaneatdgsa.gov

Fleet Services Gard
User Guide

4 TIH0GSAFLT 08}

PSSR Fright Express cards are accepted at these and other inel merchanks. Card acceptance & subject to imdependeni station ewner /operaine

FEEod s 4 B¢ mBdaiER
o B Xeowe B B BJ v W {_,a
(ecaas om@u B v oo Fad B B O
ﬁﬂmmE-Wﬂls-xnm&JE
@EI._—.-'m-@EIBm tt £33
e ] ST
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The tollowing are ruks fo Tollow when using the Fleet
Sanvices Card. Al fransactions are ciosaly monfiorsd
by GSA Fleet. Drivers may be pnsecyisd and half
persaraly [bie for misuse and abuse of dranges fo e
CAIT. If you are uncartain as to whether a punchasa Is
appropriate, ask your Flest Manager or Fest Sanice
Reprasentative.
= Usa pnly the Flaet Sarvices Card asslgned
to that specific vehicle.
= lise the card i purchase oll, flulds and other
necessary mantenanca and repairs only as
authorized.
= Purchase regular unkaaded self-servica
asoling from sarvice stathons that offer
e lowest prica, except whan the vanicls
raquires diasal or altemative fusl or undar
othar authorized condltions.
= Obsarva all doliar Imits on purchases. For
mialntenance ovar $100 and the mmrmm
all tires and batteries prior awthorization ks
raguirad from tha Maintenance Control Cantar,
= You may not e=se the Fleet Services Card io
purchase Tood, beveragas or othar tkams for
personal usa.
» e the card In @ safe and sacure place. s not
permissibie fo stone the cand in the vanicie.

= Don't fual any non-GSA Fleet aguipmeant
aven If attached to a GSA Fleat vehicle (Le.
fractar or ATV).

« Ba @ wisa consumear. If a vendor ks trying o sell
SEnvices you believa to be unnacassary comtact
your local Fieet Service Represantative,

« Sopk stato tax examption on all non-fusl
purchasas.

« Immediataly raport a lost or stolen cand
fo your Fieet Manager or Flaet Servica

resantative

« Do not =2 an old Flaet Services Card that
was repiaced for any reason; destroy any
mlr&smlmcamx att?mmcwm.

= D0 nit give tha Driver ID to anmyona excapt
a station attandant or a Customear Service

Represantativa,
+ Raport any suspicious activity to GSA Fleat.

Lost or Stodan Cards
For replacameant cands, email raquests to:
replacementcardsggsa.gov.
Include plate numbars) and physical
shipping address (no PO boxas).

How to Pay at the Pump

Presem card when requesting maimenance

under §100. lllm'l:; WOrk over

§100, call ESA Tor prior authorizailon ar:

1-866-400-0411
A eE=
€S mmm
225
Sinylise ([t [t

() t2AD2 saiwina. Sears
T Auresiars o

1. Make sure the station accopts the card.
2. Check mileage before furning off Ignition.
3. inzert card and follow pump instructions.
4. Enter Driver ID, remember fo remowve alpha

charactars.
5. Emter odometer readingy/currant mileage.
E. Choose the proper fusd for your wehilcle
and begin Tusiing.
~ )
Assistance & the Pump
Call the number Estad on the back
of the Fleet Servicas Card.

Malmlanance’ Bodywork over 5100
Maimtanance Coifmd &
Accidamt Camars

Aanagement
1-866-400-0411

Loss Proveirtion Team
Emall the Loss Prevention Team to

eport
[ Suspicious actrﬁ'y]




S —
“ Additional Resources

GSA

Ipt@gsa.gov

replacementcards@gsa.gov

www.gsa.gov/fleetcard

Jenny Kane jenny.kane@gsa.gov
(509)353-2544
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ﬂ‘ Questions?

Thank you for your time!

Jenny Kane
jenny.kane@gsa.gov
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GSA

" " GSA Motor Vehicle Management
Resources

* GSA Fleet Drive-thru and Training

Consolidate Your Vehicles With GSA Fleet

Short Term Rental Program

Dispatch Reservation Module
Federal Fleet Management System (FedFMS)

Car Sharing

Alternative Fuel Vehicle Guide

WEX Station Locator / DOE Station Locator
2015 FFMT Presentations
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https://drivethru.fas.gsa.gov/drivethru/drivethru/
https://drivethru.fas.gsa.gov/drivethru/drivethru/
https://drivethru.fas.gsa.gov/drivethru/drivethru/
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http://www.gsa.gov/str
https://vehicledispatch.fas.gsa.gov/FMVD/VDHOME/
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https://ffms.fas.gsa.gov/ffms/fastart/
https://ffms.fas.gsa.gov/ffms/fastart/
http://www.gsa.gov/portal/content/199127
http://www.gsa.gov/portal/content/104224
http://www.wexinc.com/wex-mobile/wex-connect
http://www.afdc.energy.gov/locator/stations/
http://www.gsa.gov/portal/content/195051

